
FALL 2021

TRIBALNETONLINE.COM  FALL MAGAZINE

Together we can &

                   WILL do more

https://www.tribalhub.com/tribalnet/
https://www.tribalhub.com/tribalnet/


https://www.tribalhub.com/tribalnet/
https://www.tribalhub.com/tribalnet/
mailto:contactus@tribalnetonline.com
mailto:shannonb@tribalhub.com
https://www.facebook.com/TribalNetOnline
https://twitter.com/TribalNetOnline
https://www.linkedin.com/showcase/tribalnet/
https://www.tribalhub.com/tribalnet/
mailto:contactus@tribalnetonline.com
mailto:shannonb@tribalhub.com




https://www.tribalhub.com/
https://www.linkedin.com/company/tribalhub/
https://www.facebook.com/tribalhubcommunity
https://twitter.com/tribal_hub
https://vimeo.com/tribalhub
https://community.tribalhub.com/
mailto:tiffany@tribalhub.com
mailto:contactus@TribalHub.com
mailto:tiffany@tribalhub.com
mailto:contactus@TribalHub.com


https://www.linkedin.com/company/tribalhub/
https://community.tribalhub.com/
https://tribalhub.podbean.com/
https://www.tribalhub.com/


https://www.cisa.gov/
https://www.cisa.gov/
https://www.cisa.gov/pts
https://www.cisa.gov/pts
https://www.tribalhub.com/tribalnet/
mailto:CISATRIBALAFFAIRS@CISA.DHS.GOV
mailto:jim.fogarty@associates.cisa.dhs.gov
mailto:vernon.mosley@associates.cisa.dhs.gov
mailto:dale.moushon@associates.cisa.dhs.gov
mailto:larry.clutts@associates.cisa.dhs.gov
mailto:cathy.orcutt@associates.cisa.dhs.gov
mailto:CISATRIBALAFFAIRS@CISA.DHS.GOV
mailto:jim.fogarty@associates.cisa.dhs.gov
mailto:vernon.mosley@associates.cisa.dhs.gov
mailto:dale.moushon@associates.cisa.dhs.gov
mailto:larry.clutts@associates.cisa.dhs.gov
mailto:cathy.orcutt@associates.cisa.dhs.gov


https://www.delltechnologies.com/en-us/index.htm


https://www.tribalhub.com/tribalnet/


mailto:RDiStefano@senecacasinos.com
https://www.cendyn.com/
mailto:RDiStefano@senecacasinos.com


https://www.tribalhub.com/tribalnet/
https://www.fcc.gov/emergency-broadband-benefit-program
https://www.fcc.gov/emergency-broadband-benefit-program
https://www.usac.org/about/emergency-broadband-benefit-program/emergency-broadband-benefit-program-enrollments-and-claims-tracker/
https://www.fcc.gov/emergency-connectivity-fund
mailto:matthew.duchesne@fcc.gov
mailto:sayuri.rajapakse@fcc.gov
mailto:janet.sievert@fcc.gov
mailto:lloyd.collier@fcc.gov
mailto:derik.goatson@fcc.gov
mailto:carolyn.conyers@fcc.gov
mailto:matthew.duchesne@fcc.gov
mailto:sayuri.rajapakse@fcc.gov
mailto:janet.sievert@fcc.gov
mailto:lloyd.collier@fcc.gov
mailto:derik.goatson@fcc.gov
mailto:carolyn.conyers@fcc.gov
https://www.usac.org/about/emergency-broadband-benefit-program/


TribalNetOnline.com   |   11    

  FALL 2021  |   TRIBALNET MAGA ZINE



https://suquamish.nsn.us/home/departments/education1/language-program/


https://www.wellsfargo.com/jump/enterprise/native-people/
https://www.wellsfargo.com/jump/enterprise/native-people/


https://www.facebook.com/IndianHealthService
https://www.linkedin.com/company/indian-health-service/
https://twitter.com/IHSgov
https://www.tribalhub.com/tribalnet/
https://sam.gov/opp/049e8d22322a4ce7a5251679a2ad472c/view
https://sam.gov/opp/049e8d22322a4ce7a5251679a2ad472c/view
https://www.ihs.gov/hit/
https://www.facebook.com/IndianHealthService
https://www.linkedin.com/company/indian-health-service
https://twitter.com/IHSgov
https://www.ihs.gov/careeropps/
https://www.usajobs.gov/
https://www.ihs.gov/
https://www.ihs.gov/


https://www.nextgen.com/specialty/tribal-health
https://www.nextgen.com/specialty/tribal-health


https://www.infotech.com/natrc


mailto:efont@infotech.com
mailto:lfretz@infotech.com
https://www.infotech.com/american-rescue-plan-center
https://www.infotech.com/american-rescue-plan-center


https://www.tribalhub.com/tribalnet/
https://twitter.com/ChrisOrozco72


https://www.summitpartners.com/


https://tribalisac.org/
mailto:contactus@tribalhub.com
mailto:contactus@tribalhub.com


mailto:donlion@microsoft.com
https://www.microsoft.com/en-us/
mailto:info@handelit.com
https://www.handelit.com/
https://www.handelit.com/


https://www.tribalhub.com/tribalnet/


TribalNetOnline.com   |   23    

  FALL 2021  |   TRIBALNET MAGA ZINE

SWAP AD W/ VIDEO  ON 

FLIPSNACK FOR DIGITAL

 FALL  2021  |   TRIBALNET MAGA ZINE

solution provider, SAS has developed over 

time. We first implemented SAS technology as 

our BI Platform back in 2003, riding on top of 

what was then our DW database, Red Brick. 

A few years later the DW database migrated 

to a Netezza Data Warehouse appliance. The 

data store may have changed, but SAS has 

persisted as our BI Platform ever since then. 

We reinvested in their technology in 2008 to 

include Marketing Automation, and a decade 

later we doubled down on their technology 

and upgraded to their latest platform (9.4) 

which included SAS Visual Analytics (VA). As 

we’ve implemented their newest technologies, 

we continue to partner with SAS’s Customer 

Success Team to get the greatest value out of 

their product suite through SAS Workshops.

BACK TO THE BEGINNING:  

So, whatever happened to that Interactive 

Executive Dashboard that my then CIO asked 

for 20+ years back? Fast forward by a number 

of years, and things started to fall into place. 

Key executives were demanding it, the SAS 

Platform version supported it, the funding 

was there, and training ensued on SAS Visual 

Analytics in January of 2020. Then COVID-19 

struck. After being open 24/7 for the prior 28 

years, we painfully closed our doors (along 

with the rest of the country) for the first time 

since the casino opened. We reopened about 

three months later, very cautiously with 

carefully calibrated Interactive VA Reports 

that measured and analyzed all areas of the 

business including marketing promotions, 

slots and table game operations, hotel 

occupancy, food and beverage sales, and labor 

costs. We reopened the gaming floor, hotel 

rooms, and food and beverage locations in 

a measured way based on customer volume 

while constantly tweaking hours of operation. 

Our organization has stayed profitable every 

month since reopening and continues to beat 

budget projections. So yeah, our Business 

Intelligence and Data Warehouse Project 

became an overnight success at Foxwoods 

Resort Casino. It just took 20+ years and a 

global pandemic to get there.

definitely not a case of “The Field of Dreams” 

— we built it, but they did not come.

3.  The maturity of your Business Intelligence 

Competency Center (BICC) is another 

key to the success of your BI/DW project. 

Our BICC has evolved and the bench 

has deepened through the years. Ours is 

primarily made up of our Financial Analysis 

& Planning Department, along with the 

Database Marketing Analysis Group. The 

communication is much tighter between 

these groups and IT, especially through the 

COVID-19 pandemic. We now have daily 

huddles to stay in sync and constantly 

reprioritize projects and data acquisition 

targets to stay profitable and ahead of budget. 

The camaraderie on those calls is palpable, 

especially now that we know in hindsight how 

precariously our business was teetering on the 

edge financially during the COVID lockdown.

4.  Don’t underestimate the value of a 

strategic partnership with your vendor. Our 

relationship with analytics software and 
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internal security awareness training 
pivoted to include new messages and 
methods of communication. 

MAK E A CONNEC TION 
Over the last year, we have seen varying 
effects of not only the pandemic, but of 
data breaches, including supply chain 
shortages, property closures, and missed 
work. Regardless of our job, we have all 
experienced at least one of these challenges 
during COVID. Our training awareness 
tools help our team to identify training 
gaps, particularly from phish campaign 
data. It was clear that users needed to 
hear more from us than best practices 
and campaign data – our users needed to 
be assured that they play a vital role in 
our security. We realized that it’s easy for 
a user to half-heartedly read or listen to 
training initiatives if they believe they are 
not a target due to their specific role or 
level of responsibility within their team. 
We wanted to reinforce that every team 
member is critical in the effort to keep 
our environment secure — that they are 
important enough to be phished, and that 
their actions matter.

A recently-run campaign warned users 
of a missed Zoom meeting. The number 
of clickers, multi-clickers, and clicks 
from team members that don’t attend 
online meetings as part of their role was 
really eye-opening. During the course of 
the campaign, the missed meeting link 
continued to be clicked multiple days 
after the original email was sent. This is 
a clear indication that our teams are not 
thoroughly reading their emails, which 
means we must make some changes in the 
way we disseminate our training topics. 

The third piece of the Train, Test, Train 
model is a follow-up email to all clickers of 
the phish campaign link. We map out the 
phishing email with callouts to all red f lags 
that should have warned the user that this 
was, in fact, a bogus email and potentially 
malicious. The message was and always 
is – slow down, read the messages, verify 
the information. In an effort to express 

Meaningful data should ultimately 
make an impact on behavior and 

awareness, induce an ah-ha moment, and 
increase curiosity. 

Phish awareness has been a consistent 
topic of our organization’s security 
awareness training program. In the past, 
we’ve created newsletters, online training 
modules, videos, and more to spread 
awareness. Our security awareness tool 
allows us to run mock phish campaigns to 
test the effectiveness of our instruction. 
This combination of tools has served 
us well, but there is always room for 
improvement. When returning to a full 
workforce after the COVID-19 closures, 
there was a higher need than ever to make 
a personal connection with the topics we 
had already been addressing.

TR AIN,  NOT TRICK 
The goal of our mock phish campaigns 
is always to train, not to trick our users. 
We are very clear with our team that 
although phish tests are an integral part 
of our training arsenal, the goal is to use 
these tests to reinforce awareness. The 
TRAIN, TEST, TRAIN model provides us 
the opportunity to identify a threat, test 
training retention through the use of mock 
phish campaigns, and follow up with a 
play-by-play of the test. By calling out the 
intended lesson, we hope to increase user 
awareness of threats that are common in 
our environment and in industries similar 
to ours.

UNDERS TAND THE EN V IRONMENT 
During the COVID-19 pandemic, the 
world increased its use of technology. 
Some members of our enterprise had not 
regularly utilized mobile devices prior 
to the pandemic, so device security was 
not at the top of their minds during this 
already uncertain time. As employees 
made their way back to the office in 2021, 
our information policy guidelines became 
more important than ever. Security 
breaches littered our media and revealed 
the potential for real threats. As a result, 

this data in a varied, and potentially more 
meaningful way, our Technical Training 
Team created a podcast. In the podcast, the 
team reviewed the purpose of the phishing 
program and the methods for selecting and 
running campaigns. Then, they touched 
on the meat of the communication – the 
numbers, what they mean to IT, and how 
they can directly affect our community.

Curiosity and panic were big factors in the 
increase of clicks in the missed meeting 
campaign. We are hoping the podcast 
will hit home with our email users. 
Perhaps presenting the information in a 
conversational setting will help the data 
sink in deeper than it would if users simply 
skimmed (or deleted) a newsletter. We 
sure hope so and will continue to layer our 
training materials for maximum efficacy.

BY 

SHEILA MANSOLILLO 

INFORMATION SECURITY BUSINESS SYSTEMS ANALYST 

SALT RIVER GAMING 

 

ABOUT THE AUTHOR 
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THE GAME HAS CHANGED.  
To be successful at sports, you need to put together a strategy 
for a winnable game. This of course, assumes your opponent is 
playing on the same field and is subject to the same rulebook. 
When it comes to cybersecurity today and into the future, we’re 
no longer playing by the same rules. Everyone, including tribal 
organizations, is finding themselves in a never-ending play that 
requires you operate both defense and offense simultaneously. 
Sound familiar?

For decades, traditional Managed Services Providers (MSPs) 
sold themselves on their ability to stay in front of security with 
IT support and network monitoring. They secured client 
environments with best practices and industry-specific tools 
designed to ‘control’ the infrastructure and maintain operational 
efficiencies. When something happened, protection was easier 
because variables were minimized. 

This game strategy used to work. It met the expectations of 
clients, contracts, and the industry. But again, the game has 
changed, and the strategy to succeed needs to change along 
with it. 

CHANGE YOUR PLAYBOOK: MODERN THREATS REQUIRE 

MODERN SECURITY 
Your tribe has become a target for every sort of engineered 
cyberattack. These attacks are costly to your bottom line and 
can expose your customers, employees, and most importantly, 

your tribal members. The global pandemic only worsened 
matters. Have your on-premises assets been left vulnerable? 

Our company has hosted cloud discussions with tribes for years 
on the benefits of security, flexibility, and agility cloud technology 
offers. In the past, if your tribe was hesitant to move your 
applications to the cloud, you had good reason. You probably 
didn’t feel the cloud was as secure as your on-premises 
infrastructure, and your internet access was sub-par. 

Fast-forward to 2021, and these same conversations have 
shifted. Understanding what it takes to defend against a modern 
threat depends on many factors, but it boils  down to three things: 
Security, Reliability, and Accessibility. Modern gameplay requires 
every tribe to address these factors, and in doing so, choosing the 
right technology is critical.

PUT MICROSOFT IN THE GAME
The Microsoft 365 cloud platform helps address the requirements 
of the modern game.

Security. It is built into in every facet of Microsoft 365. Microsoft 
has taken a “Zero Trust” approach to their security framework, 
meaning your users are 
 1. Always authenticated and authorized based on identity, 
  location, device health, etc.
 2. Limited to accessing only what they need and nothing more

The New Game 
of Cybersecurity:

MODERNIZE YOUR 

PLAYBOOK 
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At least one hundred tribal networks 

will launch next year. Advancements 

in technologies like network-in-a-box 

solutions, the 2.5 GHz Tribal Priority 

Window, COVID-19 hardships reduced 

through internet access, and the billions in 

seed funding from the federal government 

are the perfect storm that will lead 

Native communities in the U.S. to launch 

broadband networks. It is a scramble right 

now, and tribal leadership everywhere 

is making decisions fast to capitalize 

on the opportunity to build broadband 

infrastructure without spending a dime. My 

advice is simple: build long-lasting, f lexible 

tribally-controlled network infrastructure 

that will grow with your community and 

your broadband vision.

 
FLE X IBLE INFR AS TRUC T UR E THAT 

WILL GROW WITH YOU 

The best hardware and software for a 

community will depend on their long-term 

goals, which many communities don’t 

know yet. Get carrier-grade equipment 

that can be run by almost any network core 

(software) worth its mettle. Equipment 

that can handle cellular traffic opens 

up another income stream and provides 

a needed service. The other choice is a 

proprietary software/hardware package, 

often with a binding monthly subscription 

fee that ties you to your vendor. Buying 

into a proprietary system is like buying an 

iPhone: it is designed to work seamlessly 

with other Apple products, but you must buy 

their charging cable, which is thirty bucks. 

Comparatively, open radio access network 

(O-RAN) architecture is like an Android 

phone. It allows for interoperability between 

devices from different brands and access to 

“apps” that innovate how the network can be 

used and maintained. As your community’s 

broadband vision forms and the community’s 

technical capabilities build, the software 

running your network can be adapted 

without having to make significant changes 

to your hardware.

E X AMPLE S OF NOV EL 

SUS TAINA BLE SOLU TIONS 

AFFORDED BY OPEN NE T WOR KS 

The Tested: REDINet, an open-access fiber 

community broadband network owned and 

operated by local and tribal governments 

in New Mexico, gives households access to 

virtual service providers (VSPs) through 

Entry Point. Similar to the municipal 

network of Ammon, Idaho, households 

will receive one home device that allows 

them to choose from a list of providers and 

broadband packages. Therefore, new tribal 

network operators that do not want to run 

their own front office or deal with issues like 

billing software can use these platforms to 

build in reliable and competitive providers.

The Weird: MuralNet has reliably used 

FreedomFi local gateways to run LTE 

networks and soon LTE/5G networks. 

The newest version of their core trades 

cryptocurrency for excess network capacity 

for cellular phone and Internet of Things 

(IoT) traffic to other carriers.

FE ATURE  |   BROADBAND SUSTAINABILIT Y

BY 
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Mariel has two engineering degrees from 

UC Berkeley and a Master’s in Education 

from Stanford. Visit MuralNet.org  for 

more information.

MAKE YOUR BROADBAND NETWORK 

Sustainable, Future-Proof, and Yours
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https://www.nbcnews.com/business/business-news/power-outages-hamper-evacuation-warnings-distance-learning-wildfire-torn-california-n1239858


https://www.dw.com/en/berlin-christmas-market-attack-made-possible-by-serious-errors-report-finds/a-58808888
https://chrmanagedservices.com/


mailto:TRIBAL.CONSULTATION@FIRSTNET.GOV
https://www.tribalhub.com/tribalnet/
https://firstnet.gov/
https://firstnet.gov/newsroom/press-releases/expanding-serve-firstnet-surpasses-271-million-square-miles-supporting-more
https://firstnet.gov/newsroom/press-releases/expanding-serve-firstnet-surpasses-271-million-square-miles-supporting-more
https://firstnet.gov/newsroom/press-releases/expanding-serve-firstnet-surpasses-271-million-square-miles-supporting-more
https://firstnet.gov/newsroom/press-releases/new-firstnet-cell-site-launches-spirit-lake-reservation-support-first
https://firstnet.gov/newsroom/press-releases/new-firstnet-cell-site-launches-spirit-lake-reservation-support-first
https://firstnet.gov/newsroom/press-releases/new-firstnet-cell-site-launches-yankton-sioux-reservation-support-first
https://firstnet.gov/newsroom/press-releases/firstnet-authority-board-approves-network-investments-5g-demand-coverage
https://firstnet.gov/newsroom/blog/investing-future-firstnet-expanding-our-deployable-fleet-public-safety
https://firstnet.gov/public-safety/firstnet-for/tribal-nations
mailto:tribalconsultation@firstnet.gov
https://firstnet.gov/
mailto:TRIBAL.CONSULTATION@FIRSTNET.GOV


https://www.tribalhub.com/tribalvalue/
https://www.tribalhub.com/tribalvalue/
https://www.linkedin.com/showcase/tribalvalue/
https://www.facebook.com/TribalValue
https://twitter.com/tribal_value
https://vimeo.com/tribalhub
https://community.tribalhub.com/
mailto:contactus@tribalhub.com
https://www.tribalhub.com/tribalvalue/
mailto:contactus@tribalhub.com


http://www.handelit.com/
mailto:casey@handelit.com
http://www.handelit.com/
mailto:casey@handelit.com
http://www.handelit.com/


https://www.tribalnetconference.com/
https://www.tribalnetconference.com/


https://www.cerner.com/
https://www.cerner.com/solutions/federal-government/power-of-data
https://www.cerner.com/


https://www.tribalhub.com/
https://www.tribalhub.com/
https://www.tribalhub.com/tribalvalue/


https://www.tribalhub.com/tribalnet/advisory-gaming-hospitality/
https://www.tribalhub.com/tribalnet/advisory-government-membership-services/
https://www.tribalhub.com/tribalnet/advisory-health-it/
https://www.tribalhub.com/tribalnet/advisory-leadership-executive/
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DENOTES HUB 

MEMBERS

TRADESHOW FLOOR HOURS
Tuesday, 2:15pm - 6:15pm
Wednesday, 1:30pm - 5:30pm

COCKTAIL HOUR SPONSOR

Cendyn

VIP TROLLEY SPONSOR

BIG Cyber

PLATINUM LEVEL SPONSORS

Arctic IT

Darktrace

Greenway Health

Lenovo

DIAMOND LEVEL SPONSORS

Affigent + Oracle

Agilysys

Amazon Information Security

Avel eCare

Cerner

DruvStar

Fortinet Federal

Guardicore

ImageSource

Microsoft

Proofpoint

SAP Concur

Service Now

Signature Systems

Splunk

Veeam Software

BRONZE LEVEL SPONSORS

365 Retail Markets

Acres Manufacturing

Aruba

Axon Enterprises

Brother

CDWG

Center for Internet Security

CHR Solutions

Hewlett Packard Enterprises

Innovative-e

Insight Public Sector

ITsavvy 

Naviant, Inc.

NAVIS

NextGen Healthcare

Nutanix

Omnico

Pure Storage

RiteTrack by Handel IT

Summit Partners

Tepa

Veritas Technologies

SPECIALITY SPONSORS

Affigent + Oracle

Amazon Information Security

CHR Solutions

NextGen Healthcare

ServiceNow

Tepa



https://www.tribalnetconference.com/
https://www.tribalnetconference.com/
mailto:contactus@TribalNetOnline.com
https://www.tribalnetconference.com/
https://www.linkedin.com/showcase/tribalnet/
https://www.facebook.com/TribalNetOnline
https://twitter.com/TribalNetOnline
https://vimeo.com/tribalhub
https://vimeo.com/tribalhub
mailto:contactus@TribalNetOnline.com

